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ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPQRSTUVWXYZABCDEFG
IJKLMNOPQRSTUVWXYZABCDEFGH
JKLMNOPQRSTUVWXYZABCDEFGHI
KLMNOPQRSTUVWXYZABCDEFGHTIJ
LMNOPQRSTUVWXYZABCDEFGHIJK
MNOPQRSTUVWXYZABCDEFGHIJKL
NOPQRSTUVWXYZABCDEFGHIJKLM
OPQRSTUVWXYZABCDEFGHIJKLMN
PQRSTUVWXYZABCDEFGHIJKLMNO
QRSTUVWXYZABCDEFGHIJKLMNOQOP
RSTUVWXYZABCDEFGHIJKLMNOPAQ
STUVWXYZABCDEFGHIJKLMNOPQR
TUVWXYZABCDEFGHIJKLMNOPQRS
UVWXYZABCDEFGHIJKLMNOPQRST
VWXYZABCDEFGHIJKLMNOPQRSTU
WXYZABCDEFGHIJKLMNOPQRSTUYV
XYZABCDEFGHIJKLMNOPQRSTUVW
YZABCDEFGHIJKLMNOPQRSTUVWX
ZABCDEFGHIJKLMNOPQRSTUVWXY

Table 1: Vigenere square



Alice was beginning to get very tired of sitting by her sister on the
bank and of having nothing to do: once or twice she had peeped into
the book her sister was reading, but it had no pictures or conversa-
tions in it, and “what is the use of a book,” thought Alice, “without
pictures or conversations?” So she was considering, in her own mind
(as well as she could, for the hot day made her feel very sleepy and
stupid), whether the pleasure of making a daisy-chain would be worth
the trouble of getting up and picking the daisies, when suddenly a
White Rabbit with pink eyes ran close by her.



Step 1 asks us to guess the keyword length. We notice that the digram HE
occurs at positions 182, 287 and 442 in the ciphertext, and in the first two of
these it is part of the trigram HEI. So by the first step of Kasiski’s algorithm,
the keyword length should divide ged (105, 155) = 5. (I have anticipated this by
writing the cipher in blocks of 5; usually Alice will not be so helpful!)

The first of the five substrings that we have to analyse is obtained by taking
the first letter of each block; it is FBLSIJDIYGXWJFMLNIJNJJNMPNBFGMUWHWTNBXXGMY
JTHXSFXJTINTSJXZWTRJQXDYBJUZRLXNQTMZKNFHYNBZQNGNSXQD. The letter frequen-
cies in this substring are given in the third column of Table 2.

We calculate the chi-squared values using the frequency data from Alice’s
Adventures in Wonderland. Table 2 gives the calculation for shifts 0 and 5; it
is easy to automate this to work out all values. The answers would not be very
different if we had used different data for the frequencies.



BV 8 1 [ 118, 176, 228, 308, 326, 416, 433, 463 ]
FR 5 1 [ 38, 131, 133, 253, 403 ]
NB 5 15 [ 76, 106, 256, 361, 391 ]
RY 5 1 [ 39, 134, 254, 367, 404 ]
VB 8 1 [ 117, 175, 277, 325, 327, 407, 417, 462 ]
XZ 5 1 [ 54, 74, 209, 311, 329 ]
ZJ 5 5 [ 55, 95, 240, 300, 330 1]
BV 8 1 [ er, wh, er, er, wh, wh, er, er ]
FR 5 1 [ in, ad, in, in, in ]
NB 5 15 [ in, in, in, in, in ]
RY 5 1 [ ng, ng, ng, db, ng ]
VB 8 1 [ he, dw, he, dw, he, he, he, he ]
XZ 5 1 [ th, th, th, sl, th ]
ZJ 5 5 [ he, he, he, he, he ]
FRY 4 5 [ 38, 133, 253, 403 ]
[ ing, ing, ing, ing ]
VBV 4 1 [ 117, 175, 325, 462 ]

[ her, dwh, dwh, her ]



Letter | Frequency | Observed | Expected | Expected
% Shift 0 Shift 5

A 8.15 0 7.58 0.73
B 1.37 5 1.27 2.32
C 2.21 0 2.06 0.12
D 4.58 3 4.26 1.96
E 12.61 0 11.73 0.65
F 1.86 5 1.73 7.58
G 2.36 4 2.20 1.27
H 6.85 3 6.37 2.06
I 6.97 2 6.48 4.26
J 0.14 11 0.13 11.73
K 1.07 1 1.00 1.73
L 4.37 3 4.06 2.20
M 1.96 5 1.82 6.37
N 6.52 11 6.06 6.48
0 7.58 0 7.05 0.13
P 1.40 1 1.30 1.00
Q 0.19 4 0.18 4.06
R 5.02 2 4.67 1.82
S 6.05 4 5.63 6.06
T 9.93 6 9.23 7.05
U 3.22 2 2.99 1.30
v 0.78 0 0.73 0.18
W 2.49 4 2.32 4.67
X 0.13 9 0.12 5.63
Y 2.11 4 1.96 9.23
yA 0.07 4 0.65 2.99
S (o—e)?/e 1949.79 23.99

Table 2: A chi-squared calculation
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[ 15, 63, 265, 445 ]

[ 118, 176, 228, 308, 326, 416, 433, 463 ]
[ 43, 183, 258, 288 ]

[ 61, 342, 396 ]

[ 332, 372, 425 ]

38, 131, 133, 253, 403 ]
208, 235, 438, 452 ]
182, 287, 442 ]

27, 37, 232, 395 ]

24, 44, 124, 259 ]

184, 203, 322 ]

125, 227, 307 ]

251, 301, 331 ]

53, 242, 275 ]

158, 199, 340, 420 ]
110, 140, 195, 375 ]

11, 238, 334 ]

69, 169, 349 ]

76, 106, 256, 361, 391 ]
171, 431, 441 ]

142, 297, 352 ]

39, 134, 254, 367, 404 ]
114, 190, 435 ]

68, 102, 364 ]

19, 112, 446 ]

214, 399, 444 ]

117, 175, 277, 325, 327, 407, 417, 462 ]
29, 129, 219 ]

94, 147, 239 ]

164, 179, 428 ]

65, 149, 356 ]

58, 173, 345, 453 ]

46, 49, 243, 268 ]

[ 54, 74, 209, 311, 329 ]
[ 55, 95, 240, 300, 330 ]
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do,
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er, wh, wh, er, er ]

he ]

in, in ]

db, ng ]

dw, he, he, he, he ]
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Table 3: Frequencies of the various Caesar shifts
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Table 4: Frequencies of the various Caesar shifts
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11000
10011
01110
10010
10000
10110
01011
00101
01100
11010
11110
01001
00111
00110
00011
01101
11101
01010
10100
00001
11100
01111
11001
10111
10101
10001
Letters | 11111

Figures | 11011

Line feed | 01000
Carriage return | 00010
Word space | 00100
All space | 00000

N~X YRS TOTOZEr e n IO mOAQ®m >

Table 5: International teleprinter code
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